Peer  Perspective.  IT  Leadership.  Business  Results. 


8660-9018^  UNaoaaVNNV 
866XOaOd 
Z9  3NI 'oNiHsnandVN 

. . . 


“THE  WISE  MAN 
SOLVES  1,000 

PROBLEMS  WITH  A 

SINGLE 

SOLUTION." 


Achieve0neness, 


Switch  to  single-platform  Simpana*  software  for  truly 
modem  data  and  information  management. 

Year  after  year,  some  companies  stick  with  legacy  data  protection  software 
not  designed  to  handle  today's  IT  realities.  The  result?  Business  at  risk, 
frustrated  users,  oiit-of-control  costs,  and  compromised  business  agility.  In  a 
word,  insanity. 

With  its  revolutionary  single-platform  architecture,  Simpana  software  enables 
you  to  solve  these  problems  right  now  and  far  into  the  future.  It  will  lower 
operational,  labor,  and  infrastructure  costs,  streamline  integration  of  new 
technologies  like  virtualization  and  cloud  computing,  and  smooth  adaptation  to 
challenges  like  data  center  consolidation  and  eDiscovery  requirements. 

The  result?  Up  to  50%  reduction  in  storage-related  costs,  and  a  far  simpler, 
saner  way  to  manage,  access,  and  recover  business  information.  In  a  word, 
oneness. 

To  learn  how  you  can  do  far  more  with  less  and  add  real  value  to  your  end 
users  and  your  business  with  Simpana  software,  visit  AchieveOneness.coin 
or  call  888-31 1-0365. 


CxaF  commvautt 

solvingjbrumd’ 


IBM  BladeCeiiter*S 
and  HS22  Express 

with  storage  and  networking  from 

*629“ 


Say  hello  to  your  entire  server  room. 

Imagine  if  you  cx)uld  consolidate  servers,  storage  and  networking  I/O  into  one  simple  package.  Just  think 
what  would  happen  to  your  IT  operating  costs.  That’s  exactly  what  many  midsize  businesses  are  doing. 
They’re  converging  their  IT  infrastructure  on  IBM  BladeCenter  S  and  HS22  servers  featuring  Intel*  Xeon* 
processors.  Through  virtualization,  they’re  reducing  servers  by  up  to  85%  and  cutting  energy  and  facilities 
costs  by  up  to  96%,  all  while  actually  improving  performance.^  They’re  enjoying  superior  availability  with 
features  like  redundant  power  and  I/O.  And  they’re  deploying  the  integrated  S/\N  capability  for  up  to  $4,900 
less  than  competitive  offerings.^ 


(jnt^ 

Xeon 


Take  10  minutes  to  see  for  yourself. 

Learn  how  you  could  achieve  up  to  a  3-month  ROI  on  your  migration  with 
our  System  Consolidation  Evaluation  Tool  at  ibm.com/systems/consolidate. 
To  connect  with  the  right  IBM  Business  Partner,  call  877-IBM-ACCESS. 


COMPUTERWORLD 


THIS  ISSUE  I  08.22.2011  [ 


] 


Health  Insurer 
Encrypts  All 
Stor^  Data 


drives  and  removable  media  drives: 


FUTURE  WATCH 


136,000  tape  backup  volumes:  an 


Sensors  Could  Avert  Bric^  Disasters 


M  " 

researcher  has  developed  inexpen- 
sivewirdess  sensors  that  could 
avert  the  kind  of  bridge  collapse 
that  killed  13  and  injured  145  along  I-3SW  in 
Minneapolis  four  years 
“One  of  every  four  U.S.  highway  brk^ 
has  known  structural  problems  or  exceeded 
its  intended  life  spare  Most  only  get  in¬ 
spected  oiKe  every  one  or  two  years.  That's 
a  bad  mix,"  Mebdi  Kalantari,  an  dectrical 
engineering  researcher  at  the  urtivetsity,  said 


The  professor  founded  a  start-up,  Resensys 
LLC,  to  tamp  up  production  of  the  devices, 
which  is  slat^  to  begin  in  September. 

The  sensors,  which  cost  about  $20  each, 
are  n^ged  and  could  last  more  than  a 
decade,  Kalantari  said.  An  average-size 
hi^tway  bridge  wrxild  need  about 
500  sensors,  for  a  total  cost  of 
about  $10,000. 

Newer  “smart  bridges,”  such  as 
the  I-3sW  replacement  in  Minne- 


Kalantari  said  the  cost  of  wired  systems  is 


25,000  daily  voicecall  recordings. 

The  57  hard  drives,  which  were 
stolen  from  a  leased  facility  in  Chat- 


a  million  of  the  insurer’s  subscrib¬ 
ers.  50  far,  there  is  no  indication  of 
any  misuse  of  personal  data  from 
the  stolen  hard 
drives,  according 
to  the  company. 


BUSINESS  INTELLIGENCE 

Hadoop  Works  Alongside  RDBMS 

Aug.  1  releaseci  a  61page  document 
that  cited  51  security  problems  in 
the  draft  HTML5  specifications. 

“It's  the  first  time  anyone  has 
looked  at  those  specifications  from 
a  security  point  of  view.' said  Giles 

Hogben.  program  manager  for  se- 

H  to  manage  surging  volumes  of 

H  structured  and  unstructured  data  is 

H  continuing  to  propel  enterprise  use 
of  opeD'SOutce  Apache  Hadoc^  software. 

But  instead  of  rej^acing  existing  technc^ 
gies,  Hadoop  appears  to  be  working  alongside 

The  survey  found  that  most  of  those  compa¬ 
nies  are  using  Hadoop  to  collect  and  analyze 

data,  search-engine  results  and  content  from 
social  media  sites,  said  David  Menninger, 

Some  of  the  security  issues  tan 
be  fixed  by  tweaking  the  specifica¬ 
tions.  while  others  are  risks  that 
browser  users  should  be  warned 
about,  Hogben  said. 

ENISA  also  recommended 

s^tems  (RDBMS),  acccHxling  to  a  Ventana 
Research  report  released  late  last  month. 

Hadoop  is  designed  to  help  companies 
manage  and  process  petabytes  of  data.  The 

“In  two-thirds  of  the  cases,  we  found  that 
people  are  using  Hadoop  for  advanced  analyt¬ 
ics  and  for  types  of  analysis  that  they  were  not 
doing  before,"  be  said. 

sessions  to  protect  online  financial 
transactions  in  one  browser  window 
from  being  hijacked  by  malware  in 
another  open  browser  window. 

technology’s  appeal  lies  in  its  ability  to  break 
up  very  large  d^  sets  into  smaller  data  blocks 

The  technology  is  much  less  likely  to  be 
used  for  analyzing  conventional  structured 

HTMLS  is  curated  by  the  Worid 
wide  Web  Consortium,  which  will 

/  and  Yahoo,  use  Hadoq>  to 
analyze  petabytes  of  unstructured  dzU  that 
conventional  RDBMS  sehips  couldn't  handle 
easily.  Ventana’s  report,  based  on  a  survey 
of  more  than  160  complies,  shows  that  a 


Despite  Hadoop's  early  promise,  the  study 
said,  enterprises  that  use  it  still  face  challeng¬ 
es  related  to  issues  such  as  security,  clustering 
and  a  shortage  of  people  with  Hadoop  skills. 

-  /aikumur  Vijayan 


developefs  will  use  the  HTML5 
spectficatians  for  years  to  come. 
The  HTMM  specifications,  for  ex- 
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Outsourced  and  Fired, 
IT  Workers  Strike  Back 


“some  of  the  employees  who  lost  jobs  at 
Molina  were  ‘of  Indian  descent.' " 


While  what  happened  at  Medina 
is  still  in  dispute,  job  displacement 
because  of  offshore  outsourcing  is  a 
bet  of  life  in  today’s  IT  workplace. 


Laid-off  IT  pros  list  their  reasons  for  fiiing  suit  against 
Moiina  Healthcare,  its  former  CIO  and  its  outsourcer, 
C(^izant  Technoiogy  Soiutions.  By  Patrick  Thibodeau 


workers,  typcally  with  H-tB  or  L-i 
visas,  to  learn  the  company’s  processes. 
Then  the  work  moves  overseas. 

Molina  employees  contend  that’s 
what  happened  to  them.  lames  Otto, 
an  attorney  representing  the  former 
Molina  emfdoyees,  claims  that  about 


ON  THE  MY  THEY  wnE  FMfO  early  last  year,  about  40 
Molina  Healthcare  IT  employees  met  in  a  conference 
roan  for  what  they  thought  was  a  plaiming  session. 

The  gathering  took  place  at  a  time  of  rising  ten¬ 
sions  over  several  issues,  including  the  expanding 
role  of  ofhhore  IT  coatractor  Cognizant  Technology  Stdudons. 

The  Molina  workers  voiced  their  concerns  to  tben-CIO  Amir 
Desai  after  be  told  them  they  were  all  being  laid  off.  T  felt  they 
were  expecting  us  to  be  asking  questiois  about  COBRA  and  unem¬ 
ployment  and  all  tjiat,”  said  Boi^  Shok,  one  of  the  laid-off  Molina 
employees. ‘Instead,  we  were  being  quite  confrontational  about 
why  they  were  laying  us  off  and  keeping  all  these  H-iB  workers." 

"I  have  never  experienced  a  group  of  employees  who  were  so 
angry,"  said  a  human  resources  manager  who  was  in  the  meeting 
but  asked  not  to  be  identified. 


zoo  visa-holding  workers  have  been  brought  into  the  company. 
More  than  a  do^  of  the  plaintiffs,  who  met  with  ComputerwoHd 
last  month,  said  Molina  was  at  one  time  a  great  place  for  IT  pro¬ 
fessionals.  “There  was  a  feding  of  camaraderie"  among  MoUna 
workers  and  its  few  contractors,  Shok  said. 

Around  2007,  thor^h,  most  of  the  workers’  immediate  IT 
managers  were  fired  a  laid  off  while  the  number  of  contrac¬ 
tors  increased. ’The  Molina  employees  said  they  were  asked  to 
train  Cognizant  wokeis  and  told  that  their  trrie  would  shift  to  new 
developmenL  However,  the  workers  said,  the  corporate  culture 
changed  fix  the  worse  as  crmtractors  were  arlded. 

“There  was  a  pram  wbere  I  felt  we  were  just  being  written  oft" 
said  David  de  Hilster,  one  eff  the  laid-off  IT  workers.  In  the  weeks 
leading  up  to  the  layoff,  the  training  process  became  increasing 
“urgent,"  be  added.  ♦ 


I  have  never  experienced  a  group  of  employees  who  were  so  angry,  n 


Google  s  Mobile  Bet 
Coum  Prove  Tricky 

The  success  of  Google’s  $12.5B  deal  to  buy  Motorola 
MobiUty  depends  on  the  company’s  ability  to  ease 
concerns  of  carriers  and  device  makers,  say  anaiysts. 
By  Stephen  Lawson  and  James  Nkcolai 


Competing  with 
licensees  is 
incredibly  difficult. 


is  ultimately  successful,  said  Roger  Entnet,  an 
analyst  at  Recon  Analytics. 

With  the  exception  of  the  less  popular  Google- 
branded  Nexus  phones,  the  cnnpany  has  mostly 
deak  with  service  providers  indirectly  through 
an  army  of  third-party  Android  handset  wndois. 

“The  challei^  is  bow  they  will  transfbnn 
from  a  partnership  where  they  ate  an  equal 
or  a  little  more  than  an  equal  to  a  relationship 
where  they  are  a  little  bit  less  than  an  equal." 
Entnersaid. 

It  won't  be  easy,  said  Avi  Greengart,  an 

licensees  is'incredibly  difficult,' he  said.  “Few 
have  done  it  successfully." 

Phil  Marshall,  an  analyst  at  Tolaga  Re¬ 
search,  suggested  that  Google  could  calm 
some  feats  of  Cartiers  by  creating  a  vertical 
stack  of  hardware  and  software  for  Motorola 
phones  as  a  solid  alternative  to  Ap(de's  iPhone. 

“When  the  Apple  guy  shows  up  with  his  tur¬ 
tleneck  collar,  he’s  not  going  to  hare  as  much 
leverage  on  the  carrier  if  Google  is  successful, 
with  Motorola,  at  catching  up,"  Marshall  said. 

However,  he  did  note  that  the  more 
could  alienate  competing  Android  device 


GOOCLE’S  plan  to  pay  Sta.s  billion  for  Motorola  Mo¬ 
bility  has  mobile  carriers  and  smartjffione  and  OS 
malrers  scrambling  to  figure  out  how  the  proposed 
deal  will  a&ct  them,  analysts  say. 

Google  CEO  Larry  Page  said  he  expects  the  deal, 
announced  last  week,  to  “supercharge  the  entire  Android  ecosys¬ 
tem”  and  “better  protect  Andtx^  from  anticompetitive  threats 
from  Microsoft,  Apple  and  other  companies"  by  givirig  Goo^ 

Google  said  it  expects  the  deal  to  close  by  early  next  year. 
Motorola  Mobility,  which  employs  about  20,000  people,  was 
spun  out  of  Motorola  Inc.  early  this  year.  The  company  is  split 
into  two  groups;  Mobile  Devices,  which  manufactures  smart¬ 
phones  and  tablet  devices,  and  Home,  which  makes  set-top  boxes 
and  other  IPTV  equipment. 

The  addition  of  Motorola’s  Droid  to  Google’s  product  inventory 
will  likely  create  some  tensions,  at  least  early  on,  among  carri¬ 
ers  that  sell  the  popular  smartphone  and  other  Android-based 
mobile  devices,  according  to  analysts. 

Relying  on  carriers  to  distribute  the  products  of  a  substantial 
hardware  business  will  be  a  new  experience  for  Google,  arxl 
how  the  company  handles  it  could  determine  whether  the  deal 


Any  moves  Google  makes  that  seem  to  favor  Motorola  devices 
could  drive  top  handset  makers  like  Samsung  arid  HTC  to  consider 
other  operating  systems,  most  likely  Mictosoft’s  Windows  Phone. 
“In  some  ways,  the  big  winner  is  Microsoft,"  Greengart  said. 

Meanwhile,  Motorola  Mobility’s  patent  portfolio  should  help 
shield  Gcxrgle  from  future  legal  challenges  to  Android  technol¬ 
ogy,  thou^  it  may  be  too  late  to  fend  off  lawsuits  already  under¬ 
way,  legal  experts  said. 

Google  never  put  much  value  in  building  its  own  patem 
portfolio  arrd  was  cau^  off  guard  by  the  patent  arms  race  that 
has  come  to  define  the  wireless  industry.  Its  deal  to  buy  Mo¬ 
torola  Mobility  and  its  patents  came  just  a  vreek  after  it  accused 
Microsoft,  Apple  and  others  of  trying  to  impose  a  “patent  tax'  on 
Android  to  stifle  its  runaway  growth. 

Alexander  Pokorak,  CEO  of  intellectual  property  firm  General 
Patent,  said  the  patents  will  serve  as  a  deterrent  to  companies 
thinking  of  suing  Goo^  or  its  partners.  “Now  they  will  think 
twice  before  filing  a  complaint,  because  they  can  be  guaranteed 
Goodwill  strike  back."  be  said.  ♦ 

LawMM  and  Mccotal  are  reporters /or  the  IDG  News  Service. 

Hikad  lUclais  and  Haiicv  SoMag  of  the  IDG  Neurs  Service 
and  6raH  Ktinr  contrtiruled  to  this  story. 
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technology. 
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ADVERTISEMENT 


AS  Virtualization  Takes  Hold, 
MarfagemenfCnailenges  Increase 


■  Organizations  that  evoive  to  a  service  deiivery  modei  based 
I*  not  Just  on  infrastructure,  but  aiso  on  appiications,  wiii 

increase  their  agiiKy  and  flexibiiHy. 


Virtualization  continues  to  gain  momentum  in  many  or¬ 
ganizations  as  rrieadership  teams  look  for  more  efficient 
and  effective  ways  to  manage  the  data  center  and  deploy 
IT  resources.  Thirty-six  percent  of  IT  managers  respond¬ 
ing  to  a  Computerwodd  Market  Pulse  Survey  say  their 
company  has  already  virtualized  half  or  more  of  its  data 
center.  On  average,  rr  departments  have  virtualized  37% 
of  the  data  center  -  a  percentage  expected  to  increase  to 
51%  over  the  next  1-3  years. 

Many  organizations  are  extending  their  virtuaiization 
strategies  beyond  servers  and  storage  and  into  cote 
business  applications  Over  three-quarters  (76  percent) 
of  respondents  to  the  Market  Puise  study  indicated  that 
virtualizing  ber-l  applications  (e.g.  web.  email,  db.  ERP. 
collabotation.  CRM.  custom  apps)  is  important  to  their 
organization.  The  most  frequent  tier-1  applications  being 
virtualized  are  web  applications  (49%).  email  (46%)  and 
database  applications  (44%). 

As  virtualization  deployments  increase,  however,  so  do 
the  challenges  of  managing  virtual  environments.  Over 
had  (53%)  of  the  sunrey  respondents  acknowledged  that 
it  is  extremely  or  moderately  challenging  to  administer 
thek  virtual  systems.  The  biggest  barriers:  a  lack  of  intel- 

Top  Virtual  Environment 
Management  Challenges 


Lack  of  intelligence  about  apps  t-  37% 

Lack  of  management  automation  }  '  27% 

Lackofend-to-end  management  I  26% 

Need  for  different  physical  and  virtual  tools  ?  26% 

Virtual  machine  management  not  enough  r  24% 


Managing  heterogeneous  environments  1  18% 


Complexity  of  multiple  management  tools  |  15% 


SOURCE :  ID6  Research.  June  201 1 


ligence  about  how  applications  are  perfonning  (Cited  by 
37%  of  respondents):  lack  of  automation  of  repetitive 
management  tasks  (27%);  lack  of  an  end-to-end  solution 
across  the  virtualization  envkonrnetTt  (26%);  and  the 
need  to  use  different  managernem  tools  to  manage 
physical  and  virtual  environments(26%).  Layering  new 


cloud  sendees  into  the  mix  -  a  logical  next  step  for  many 


For  many  organizations,  the  next  major  challenge  is  find¬ 
ing  managernem  tools  that  not  only  provide  better  views 
into  VM  deploymems.  but  also  provide  an  kitegated 
view  across  physical,  virtual  and  doud  environments 
Virtuaiization  has  been  a  key  driver  of  rrs  transitfon  to 
becoming  a  more  nimble,  more  cost-effective  provider  of 
infrastructure  and  sendees  to  the  business  But  in  some 
cases  unchecked  deployments  of  virtual  machines  can 
counter  the  savings  from  server  consolidation  by  driving 
up  software  and  administration  costs  As  IT  organizations 
continue  their  evolution,  virtualization  is  not  enough. 

To  increase  their  agility  and  flexibility,  organizations  must 
evolve  to  a  service  delivery  model  based  not  just  on 
infrastructure,  but  also  on  applications  supported  by  an 
ability  to  meter  application  performance  and  sendee  lev¬ 
els.  This  requires  consolidating  managernem  functionality 
across  physical  and  virtual  emdronmems  automating 
IT  processes  and  pooling  resources  efficiently  across 
owned  and  outsourced  infrastructure.  This  highly  orches¬ 
trated  environmem  -  delivering  on  the  promise  of  the 
private  doud  -  will  enable  IT  organizations  to  significantly 
increase  data  center  efficiencies  whHe  driving  more  value 


To  find  out  more  about  the  results  of  the  Market  Pulse 
suney.  as  well  as  the  emerging  challenges  for  managing 
virtual  environments,  visit  www.computerwotld.cam/ 


the  free  white  paper  "Beyond  virtualization:  Integrated 
Managernem  and  the  Private  Cfoud" 


Cuitom  Solutiotis  Group 


Microsoft- 
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U  People  in  IT  need  passion, 

they  need  to  believe  in  the  project. 


CantmuedfrompageS 

haw  a  good  technoli^  person,  you  don’t  have  pioUems; 
you  work  with  oompanies  and  providers,  and  you  haw  the 
capacity  to  manage  [the  technology].  The  teal  problem  is 
rebled  to  the  capacity  of  the  person  to  accept  the  new  way 
oT  wok.  The  company  and  tte  miners  are  very  conserva¬ 
tive;  it’s  difficult  (v  them  to  change  the  way  they  woik. 


Haw  da  yw  mMagi  doafl?  When  we  work  on  a  new 
project  and  it  changes  the  process,  we  first  need  a  new 
vision  fi>r  the  miners.  What  is  the  new  vision,  what 
happens  with  this  pnqect,  and  what  happens  [when  it’s 
con^plete]?  When  we  start  new  projects,  vw  haw  a  lot 
of  conversatioos  with  the  miners  to  explain  the  new 
scenario,  what's  the  new  situation,  what  happens  with 
your  work,  what  happens  with  your  knowledge.  If  you 
do  this  when  you  start,  the  miners  adopt  the  project 


hapiaasBiaalc  to  tha  cappar  Industry.  Why  do  thta?  In 

2003,  vw  [started  to]  haw  conversations  with  the  technol¬ 
ogy  conqianies,  like  Microsoft,  Oracle,  SAP  and  others. 
These  companies  said  that  mining  [is]  a  very  interesting 


haw  a  community  working  on  solutions  and  we  develop 
solidarity.  We  are  a  community  for  sharing  knowledge. 


I  undarstand  that  yoiTra  axtandlm  tedinologv  into 
tha  minas  tbamsalvtt  and  puttim  tachnolofy  into  tha 
hands  of  tha  nilnars.  Hoar  doat  tadmolocy  Mp  tha 
minars  do  thair  Jobs?  It’s  very  important  for  us  today 
to  automate.  In  the  past  all  miners  worked  inside  the 
mine.  Today,  miners  work  remotely.  We  driw  [equip¬ 
ment]  feom  outside  the  mine.  We're  working  from  the 
city.  And  [when  someone  is  in  the  mine],  now  vw  know 
what  miners  are  working  what  part  of  the  mine;  we 
haw  miners  connected  100%  to  central  operations. 

We  can  provide  information  in  real  time  to  this  miner 
irtside  the  mine.  For  exam[de,  if  vw  haw  a  problem 
inside  one  area  <d  the  mine,  vw  haw  the  technology 
today  to  provide  all  the  information  on  what  happened. 


WhntdoynnsnsiilhthsytndinsloglsHhMsnMils 
ynntn  bring  hnwyitbntn  ysni  cnmpsny  ind  tbs  ndning 

Industry  as  »  ndtoh?  For  the  future,  vw  are  loddng  at 
what  will  happen  with  consolidation  and  the  cloud. 
Webdiewth^cancreateanewsynergyinparticular 
arourxl  the  capacity  of  management  of  diSerent  loca¬ 
tions.  For  the  mining  business  process,  vw  are  looking  at 
more  automation  of  traditional  equipment,  like  trucks, 
and  inr^eased  integratioiL  Another  area  is  robotics. 
Robotics  will  char^  how  vw  work  in  the  mines. 


mbits?  When  you  provide  technology  in  the  office,  you 
haw  the  problems  related  to  the  buildings.  But  to  provide 
theteclmaiogyinsidethemines,thepfaysicalcandi- 

for  peofde  who  wotk  in  extreme  physical  conditians. 
Second,  you  need  to  get  technology  with  the  capacity  for 

We  need  security.  You  need  iod%  availability.  You  need 
high  capacity,  for  examjde,  for  high-iesohition  video.  We 
need  h^h  bandwidth.  And  you  need  high  integiation. 
You  haw  inside  the  mines,  for  example,  tracks  [with] 


technofogy  inside  the  mine  needs  the  capacity  for  inte¬ 
gration.  The  other  difeence  is  the  workers.  We  need  to 
incorporate  techrjology  for  this  type  of  person;  we  need 
technrdogy  that  is  noore  friendly. 


ArathwuanytraltstliatspKHIcagynateasnccMS- 
ful  tadmolofy  Inadar?  A  technology  leader  has  to 
haw  the  capacity  to  work  with  a  very  special  worker 
a  person  in  IT.  People  in  IT  need  passion,  they  need 
to  beliew  in  the  project  And  you  need  the  capacity 
to  change  with  tfod  technology.  In  my  case,  another 
difforence  is  you  need  to  work  in  a  community  that  is 
more  extended  than  the  company  itself. 

—  Interview  l^r  Computerwoild  contriiiutiiig  writer 
MarY  K.  Piatt  (nKnyirpratt@verizon.iiet) 
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THORNTON  A.  MAY 


Historically, 
IT  has  hitched 
the  wagon  of 
its  reputation 
to  the  star  of 
efficiency,  but 
today  efficiency 
is  just  one  part 
of  the  total 
value  equation. 


director  of  the  IT 
Leadership  Academy 
at  Florida  State  College 
at  Jacksonville.  You 


Getting  Beyond  Efficiency: 
IT's  New  Value  Challenge 


IN  1924,  EDWARD  EYRE  HUNT,  an  aide  to  future  President  Herbert 
Hoover,  pronounced  that  Taylorism  was  “part  of  our  moral  inheri¬ 
tance.”  “Taylorism”  refers  to  the  discipline  of  scientific  management 
created  by  Frederick  Winslow  Taylor,  an  American  mechani^  engi- 

sr  who  sought  to  improve  effidency  by  analyziiig  doingthingsisoitencouiiterproductivetooperat- 


zing  tasks.  Taylor  was  the  wDild’s  fiist 

Yet,  even  at  the  zenith  of  Taylor’s  populaiity,  not 
everytme  believed  that  efficiency  was  the  one  and 
only  measure  around  which  enterprises  should  be 
managed.  In  The  One  Best  Frederick  Wbislow 

Toykir  and  the  Enigma  i^FjlJiciem^,  author  Robert 
Kanigel  ex|dains:  “To  organized  labor,  he  was  a 
soulless  slave  driver.  ...Tothebosses,hewasanec- 


laborers  by  a  third,  paying  odkge  boys  to  click  stop¬ 
watches.  To  him  and  his  friends,  he  was  a  misunder- 
stood  visknary,  possessor  of  the  one  best  way." 

Jeiemy  Rifkin,  in  Tone  Wars:  The  Prunory  Cn^ 
n  Human  History,  argues  that  Taylor  “made  efficien¬ 


ts  cardinal  virtue  of  American  cukute."  Taylor, 
Rifkin  declared,  “probably  had  a  greater  effed  on 
the  private  and  public  lives  of  the  men  and  women 
of  tS  zoth  century"  than  any  other  person. 

Most  oiganizatioos  in  America  today  remain 


control  and  the  specialist  division  of  (^leratioiial 
job  tasks.  These  structures  were  and  are  entiidy 


ingeESciencies." 

Historically,  IThas  bitched  the  wagon  of  its 
reputatioo  to  the  star  of  eBSdency.  IT  was  the 

and,  when  possible,  automated.  In  today's  intensi- 
6ed  environment,  where  everyone  hem  every- 

just  one  part  of  the  complex  total  value  equation. 


tion.  Think  of  the  efficiency  camp  as  tigets  and  the 
do  not  natmaDy  coexist,  and  when  they  bump  into 


the  result  is  fea 

Apply  Taykxrist  wotk-mapping  disciplines  to  the 
ptocessofinoovationaodyDu’llseethatinnDva- 
tionls  not  efficient.  (Some  fonns  of  innovatioo  are 
more  efficient  than  otbeis,  but  innovation  is  not  a 
candidate  for  Six  Sigma  precision.)  The  reason  for 
this  is  that  the  wold  is  not  deteiministic. 

lames  March,  one  of  the  most  respected  voices 


demanded  of  employees  in  these  businesses  is  that 
they  carry  out  th^  tasks  in  an  entirely  predict¬ 
able  and  routine  fashion. ...  The  creative  employee 


decision-making  as  "collectioos  of  choices  looking 
for  problems,  issues  and  feeUngs  fopking  for  deci¬ 
sion  situations  in  which  they  may  be  ailed,  sohi- 
tkxis  looking  for  issues  to  whiefa  they  might  be  an 
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THE  APPLE 


Yes,  Apple  products  are  making  their 
way  into  corporate  America. 

But  the  numbers  are  still  relatively 
small.  BY  ROBERT  L.  MITCHELL 


0 


NTHE  SUHME,USAAIooki  like  a  prime 
example  o(  how  Apple  is  making  new  inroads 
into  large  enterprises.  The  financial  services 
company  has  deployed  more  than  500  iPhones 
and  300  iPads,  has  about  200  Macintosh  com¬ 
puters,  and  it’s  considering  bringing  in  more 
Macs  to  displace  some  of  its  Windows  desktops. 
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APPLE  IN  THE  ENTERPRISE 


Big  Growth. 

Small  Numbers 

PPU  SAW  255%  GROWTH  ia  unit  shipnients  of  MK 
desktops  aiMl  laptopt  to  the  oMorprisc  last  year,  ac- 
conHnf  to  IDC.  While  that  sounds  like  a  major  uptick,  the 
percentage  is  misleading  because  Apple's  shipments  to  en¬ 
terprises  suffered  a  steep  decline  in  2009  during  the  reces¬ 
sion  (even  though  Apple’s  total  Mac  business  grew  by  8%  that  year). 


And  while  the  167.000  units  shipped  to  U.S.  enterprises  last  year  repre¬ 
sent  a  record  for  Apple,  that's  just  2%  of  the  more  than  9  million  personal 
computers  of  all  types  that  were  shipped  to  enterprises  in  2010. 

During  the  recession.  Apple’s  reputation  as  a  premium  brand  -  and 
the  fact  that  it  doesn't  offer  a  low-end  product  line  -  may  have  worked 
against  it  with  enterprise  customers.  From  2006  to  2009.  shipments  of 
Macs  to  the  enterprise  took  a  nosedive,  dropping  from  105.000  to  47.000 
units.  In  contrast,  overall  Mac  sales  grew  by  double  digits  during  that 
period.  “The  Mac  was  too  expensive  while  the  economy  was  trying  to  get 
back  on  track."  says  IDC  analyst  David  Daoud. 

-  ROBERT  L.  MITCHELL 


San  Antonio-based  USAA  has  also  released  a  customer-facing  Although  many  enterprise  IT  organizations  are  accommodat- 

app  for  iPhones  and  iPads,  and  it’s  considering  developing  others  ing  user-owned  or  company-issued  iPads  and  iPhones,  they’re 

for  internal  use.  “There  seems  to  be  a  simmering  demand  for  providing  carefully  controlled  access  to  a  limited  set  of  corporate 


The  iPhones  and  iPads  have  been  limited  to  the  executive  man¬ 
agement  group  —  USAA  has  no  plans  at  present  to  expand  their 
use  more  broadly  —  and  its  zoo  Mac  desktops  and  laptops,  mostly 
used  by  developers,  represent  a  small  fraction  of  USAA’s  inventory 
of  personal  computers.  The  test  of  its  information  workers  —  some 
23.ocx>  people  —  remain  solidly  on  the  Windows  platform. 

It’s  certainly  true  that  Apple  is  making  inroads  into  large  enter¬ 
prises.  In  a  recent  Computerworld  survey  of  367  IT  managers.  73%  of 
the  respondents  said  they’re  providing  or  supporting  Apple  products 
in  some  way.  But  25%  still  aren’t  supporting  even  one  iPhone,  Mac 
or  iPad  (and  2%  didn’t  know  if  they  were).  The  143  largest  enterpris- 


APPLE  IH  THE  ENTERPRISE 


Big  Growth. 
Small  Numbers 


APPUSAW2S9%CaOWTHklMR«pMHli(MK 
dMfclapiiiidtaplWil*tlMM(Hprlnlaitif«r.ae- 

arttagli  HK.  While  that  sounds  Ike  a  major  uptick,  ttw 
percentage  is  misieading  because  Apple’s  shipments  to  en¬ 
terprises  suffered  a  steep  dedkie  in  2009  during  the  reces- 
Sion  (even  though  Apple's  total  Mac  business  grew  by  m  that  year). 


And  while  the  167,000  units  shipped  to  u.s.  enterprises  last  year  repre¬ 
sent  a  record  for  Apple,  that's  Just  2%  of  the  more  than  9  million  personal 
computers  of  all  types  that  were  shipped  to  enterprises  in  2010. 

During  the  recession.  Apple's  reputation  as  a  premium  brand  -  and 
the  fact  that  it  doesn’t  offer  a  low-end  product  line  -  may  have  worked 
against  it  with  enterprise  customers.  From  2006  to  2009,  shipments  of 
Macs  to  the  enterprise  took  a  nosedive,  dropping  from  105,000  to  47,000 
units,  in  contrast,  overall  Mac  sales  grew  by  double  digits  during  that 
period.  The  Mac  was  too  expensive  while  the  economy  was  trying  to  get 
back  on  track,' says  IOC  analyst  David  Daoud. 


San  Antonio-based  USAA  has  also  released  a  customer-fiidi^ 
app  br  iPhones  and  iPads,  and  it’s  considering  developing  others 
internal  use.  “There  seems  to  be  a  siminering  demand  lor 
them,  and  some  good  business  cases,' says  Mike  Paosini,  assis¬ 
tant  vice  president  o(  IT  infrastructure  architecture  at  USAA. 

But  as  is  the  case  at  many  large  companies,  USAAjs  relation¬ 
ship  with  Apple  is  more  measured  than  it  might  first  appear. 

TbeiPho^andiPadshavebeenlimitedtotheeiecutiveman- 
agemem  groi^  —  USAA  has  no  plans  at  present  to  expand  their 
use  mote  broadly  —  and  its  200  Mac  desktops  and  laptops,  mostly 
used  by  developers,  represent  a  small  fraction  of  USAAk  imentory 

2},ooo  people  —  remain  solidly  on  the  Witxiows  platform. 

It’s  cettah^  true  that  Apple  is  making  inroads  into  large  enter¬ 
prises.  In  a  recent  Computeranrid  survey  of  367  IT  managers,  73%  of 
the  respondents  said  they’re  providing  or  supporting  Apple  products 
in  some  way.  But  25%  still  aren’t  siqiporting  even  one  iPhone,  Mac 
or  iPad  (and  2%  didn’t  know  if  they  were).  The  143  largest  enterpris¬ 
es  in  the  survey— those  with  more  than  1,000  employees —  had 
the  same  tatkx  73%  siqiport  an  Apple  product;  27%  don't 


Although  many  enterprise  IT  organizations  are  accommodat¬ 
ing  user-owned  or  company-issued  iPads  and  ilhones,  they’re 
providing  carefully  controlled  access  to  a  limited  set  of  corporate 
IT  resources,  such  as  the  Internet  and  corporate  e-mail. 

Apple  is  also  making  headway  with  corporate  desktops  and 
lapt^:  55%  of  the  survey  respondents  support  at  least  one  Mac, 
a^  60%  srqrport  MacBooks.  But  in  nxist  of  those  cases,  the  IT 
shops  are  siqiptntii^  100  or  fewer  Apple  machines.  And  the  Mac’s 
penetration  into  large  businesses  is  miniscule  when  compared 
with  the  numher  of  Windows-based  machines  ordered  each  year. 

Furthermore,  IT  managers  say  Ap(de  isn’t  always  supportive  of 
their  needs,  and  the  ComputenwirU  survey  shows  that  many  of 
the  obstacles  Macs  have  always  faced  in  large  organizations  still 
exist,  including  the  following: 

■  Mac  versions  of  enterprise  ai^lkatioas  either  don’t  exist  or 
lag  behind  releases  for  Windows. 

■  There  are  few  tools  few  managing  Macs  on  a  laige  scale  and 
integrating  them  into  a  Windows-centric  enterprise. 

■  The  perception  remains  that  Apple  products  ate  expensive. 

■  IT  managers  say  that  service  and  support  options  aren’t  up 
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to  enterprise  standards. 

■  Apple  doesn’t  provide  a  product 
road  map  to  help  IT  managers  make 

■  EnterpriseshavelimitedoppcKtuni- 
des  to  negotiate  prices  fix’ Apple  products. 

At  the  same  time,  the  survey  and 
interviews  with  enterprise  IT  esecu- 
tives  indicate  that  Apple’s  position  has 
improved  in  some  areas: 

■  More  businesses  are  buying  or 
building  platform-agnostic  applications 
that  can  accommodate  Apple  products. 

■  Enterprise-class  management  tools 
for  Apple  products  continue  to  evolve. 

■  Apia’s  prices  are  becoming  more 
competitive. 

■  The  trend  toward  Web-based  enter¬ 
prise  applications  has  made  integrating 
Apple  products  easier. 

■  In  the  tablet  market,  competitois 
arguably  have  yet  to  ofier  a  product  that’s 
a  better  value  than  the  iPad. 

Apple  still  doesn’t  play  in  the  low  end 
of  the  desktop  and  laptop  markets,  but 


was  on  the  types  of  units  enterprises  tend 
to  buy,  says  Laura  DiDio,  an  analyst  at 
market  research  firm  Information  Tech¬ 
nology  IntelligeiKe  Consulting  (ITIC). 
Mac  products,  which  once  sold  for  a  30% 
premium  over  comparable  PCs,  have 
come  down  to  earth.  “Apple  doesn’t  get  a 
lot  of  credit  fiir  that,”  she  says. 

But  IT  execirtives  tend  to  see  Apple  as 


not  a  full-on  enterprise  partner.  “In  the 
Windows  space,  we've  got  a  fulkime  Mi¬ 
crosoft  si^ipott  team  that  is  very  engaged 
in  wfaat  we  do.  With  Apple,  th^  haven’t 
matured  into  that  yet,”  says  USAAs  PansirrL 
On  the  desktop  side  of  the  business, 
an  iPhone/iPad  “halo  effect”  may  have 


Enterprise 
irs  Concerns 
About  Apple 

MfldcfeaftliefMhMlivartlHua 
for  you  wtMii  K  eoiMi  (n  Applt 
prodacts  hi  tlio  ootorpriM? 

Umited  ability  to 

*fElvO  negotiate  on  Apple 
hardware  and  software  pricing. 


Enterprise-dass 
/O  service  and  support 
offerir^s  from  Apple  are  not  up  to 
our  teouirements. 


5^0/  Apple  doesn’t  pro- 
/O  vide  management 
and  security  tools  lor  its  products. 


28%^ 

windows  versior 


Lack  of  a  second 
£OvO  source  for 
computers  and  parts. 


Base:  243  IT  managers  at  U.S  companies 
that  support  Apple  products  Iw  busi¬ 
ness  use;  multiple  responses  allowed 


Nonetheless,  Mac  sales  to  the 
enterprise  are  up  sharply,  relatively 
speaking.  More  than  a  quarter  (27%)  of 
the  ComputerworM  survey’s  emerprise 
FT  respondents  who  support  Apple 
products  said  support  fix  iOS  devices 
had  either  sparked  interest  in  adopting 
Macs  or  bad  resulted  in  greater  adop¬ 
tion  of  Macs.  “I  wouldn’t  say  they’re 
buying  Macs  in  droves,”  says  Gartner 
analyst  Michael  Silver.  “But  more  Macs 
are  being  suppcnted  as  part  of  bring- 
'  your-own-computer  initiatives.” 

However,  when  it  conies  to  media 
tablets,  Apple’s  iPad  owns  the  category, 
accounting  fix  mote  than  90%  of  the 
300,000  units  shii^ied  in  the  U.S.  fix 
commercial  use  in  2010.  Increasingly, 
users  ace  picking  their  own  smart¬ 
phones  and  taMets  and  are  asking  to  use 
them  fix  woik.  IDC  expects  the  number 
of  commercial  shipments  of  media 
tablets  to  jump  to  1.3  million  this  year. 
“It’s  become  an  unstoppable  fixce,”  says 
Silver.  “It’s  gotten  harder  to  say  no." 

While  most  large  organizations  aren't 
supporting  large-scale  deployments  of 
Apple  products,  Genentech  is  an  excep¬ 
tion.  The  IT  department  at  the  South 
San  Francisco-based  bkxedi  company 
supports  mcxe  than  2,500  Macintosh 
computers  —  about  half  cf  the  desktop 
population  —  and  some  8,000  iPhones. 
Arid  it  has  made  the  most  of  user  interest 
in  iPads  and  iPhones,  developing  apps 
fix  tasks  ranging  from  CRM  to  purchase 
order  approvals  and  expense  reporting. 

That’s  driven  in  part  by  the  fact  that 
Genentech  allows  usets  to  choose  their 
own  desktop  computers.  Even  so.  Macs 
tend  to  be  used  in  groups  that  are  less 
dependent  on  Windows  applicacions, 
su^  as  sales,  marketing  aid  research. 


been  partially  responsible  for  a  255% 

increase  in  Mac  desktop  and  MacBook 

sales  to  enterprises  in  2010,  as  reported  by  IDC.  But  that  figure 

is  somewhat  misleading.  Shipments  of  Mac  products  to  large 

businesses  still  represent  less  than  2%  of  the  overall  enterprise 

PC  market  in  the  U.S.,  according  to  IDC  figures.  “Apple’s  market 

share  is  absolutely  insignificant,”  says  IDC  analyst  David  Daoud. 


“It’s  more  chalfin^ng  to  deploy  the  OS  X 
platfixm  in  other  areas,”  says  enterprise 
architect  David  Lee,  although  Genentech  does  support  some  Macs 
that  need  access  to  Windows  applications  by  using  virtualizatioo 
software  such  as  Citrix  XenDesktop  or  VMware  Fusion.  That 
software  layer,  however,  adds  complexity  and  cost. 

“Our  No.  I  recommendatioo  is  to  look  at  the  applications  first,” 


afull-time  Microsoft  support  team  that  is  very  engaged  in  what 
do.  With  Apptey  they  haven’t  matured  into  that  yet 

MIKE  PANSINt  ASSISTANT  VICE  PRESIDENT  OF  IT  INFRASTRUCTURE  ARCHITECTURE.  USAA 
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Silver  says.  “If  usees  need  access  to 
Windows  applications,  they  should 
be  running  a  Windows  machine." 

Mike  Reed,  an  Apple  solutioiis 
practice  manager  at  IT  services  pro¬ 
vider  Fbisythe  Sohitioos  Group,  sees 
it  difierently,  aiguing  that  having 
parallel  applications  isn’t  always  nec¬ 
essary.  For  example,  Microsoft  Vizio 
files  can  be  read  by  OmniGrafBe 
on  the  Mac.  “h’s  less  about  the  app 
and  mote  about  interacting  with  the 
data,"  be  says. 

WMspering  to  the  EntniNlse 

Faced  with  the  need  to  respond  to  a  steady  uptake  of  its  products 
by  large  businesses,  Apple  has  quietly  restructured  its  enterprise 
division,  focusing  more  narrowly  on  “Fortunedever  companies 
and  pushing  itxm  of  its  enterprise  business  through  the  reseller 
channel  and  Hs  ovrn  online  sales  group,  according  to  an  executive 
at  one  of  Apple’s  business  partners,  wto  spoke  on  the  condition 
that  he  not  be  identified.  “They  don’t  have  as  large  a  sales  force 
focused  on  the  enterprise  as  they  used  to,"  he  says. 

Unlike  the  way  other  vendors  approach  the  enterprise  market, 
Apple’s  strategy  is  to  pursue  more  of  a  “whisper"  campaign.  When 
contacted  for  this  story,  Apple  declitted  to  corrrment  or  even 
acknowledge  the  existence  of  its  enterprise  program,  let  alone 
explain  the  services  it  provides  to  its 

Although  Apple  doesn’t  warrt  to  talk 
about  it,  errterprise  customers  and 
service  providers  say  that  the  company 
does  indeed  have  an  organization  that 
caters  to  the  enterprise  attd  that  it 
typically  assigns  a  dedicated  accourrt 
tepesentative,  sends  an  engineer  to  the 
customer  site  firr  an  initial  assessment 
and  provides  some  irttegration  services. 

“^iple  does  a  terrific  job  of  tech 
support  for  its  own  devices  in  a  cor¬ 
porate  setting,  but  integration  and 
interoperability  with  other  platfirnrrs  can 
be  proUematic,"  DiDio  says.  “’They  real¬ 
ized  that  they  had  to  have  an  enterprise 
strat^."  Last  year,  Apple  created  a 
ttew  business  partner  certification,  the 
Apple  Authorized  System  Integrator,  attd 
anointed  four  companies  —  Forsythe  So- 
httrons  Group,  Milestone  Techntdogies, 

Agilex  and  Unisys  —  to  handle  most  of 
that  integratioo  and  support  work. 

For  technical  support,  however,  cor¬ 
porate  IT  shops  sdll  need  an  AppleCare 
Preferred  or  Alliance  agreemettt.  “They’ll 
fly  an  engineer  out  to  our  business  to  get 
t^layofthelandButthey’renotstop- 
pirtg  on  your  doorstep  arty  time  you  have 
a  proUent,"  says  Ben  Greisler,  principal 
at  Kadimac  Ci^,  an  Apple  professioaal 


services  provider.  Some  enterprise 
customers  work  with  Apple’s  telesales 
group  or  Apple’s  retail  stores. 

“We’re  seeing  an  expansion  of 
business-related  services  across  all 
touch  poirtts,  whether  it’s  service 
or  sales  or  retail,"  says  Reed. 

Taken  together,  be  says,  “it’s  the 
’enterpiization’  of  Apple." 

Perhaps.  But  Apple’s  enterprise 
strata  is  still  immature,  IT  execu¬ 
tives  say.  “They’re  most  interested  in 
selling  product  and  not  in  adaptirig 
how  they  do  business  to  meet  the  ne^  of  the  enterprise,"  says  a 
vice  president  of  IT  at  a  Fortune  too  company  that  uses  both  Apple 
mobile  and  desktop  products,  who  declined  to  be  identified. 

Mum’S  the  Word 

Apple’s  l^endary  secrecy  —  its  unwillingness  to  share  its 

makes  Andy  Wang’s  job  harder.  Wang  is  an  enterprise  architect 
at  Genentedi.  “Part  of  my  job  is  to  plan  12  to  36  months  out. 
When  you  don’t  get  anything  fiom  Apple,  that  makes  for  cfaal- 
lenging  planning,”  be  says.  IT  executives  regularly  receive  such 
briefings  from  vendors  lie  Microsoft  and  Hewlett-Packard. 

“Whh  HP,  we  know  vidiat’s  coming  out  six  to  12  months  from 
now.  With  Apple,  you  don’t  have  a  clue,"  says  Michael  Kamer, 
manager  of  technology  integration 
services  at  St  Luke’s  Health  System,  a 
healthcare  provider  in  the  Kansas  City, 
Mo.,  area  that’s  testing  a  system  that 
would  let  doctors  access  clinical  apps 
fiom  their  own  iPads. 

“We’re  guessing  which  capabilities 
will  be  available  when,"  adds  Greg 
Schwartz,  seniffl- vice  president  and  CIO 
at  USAA.  After  the  iPad  2  was  released, 
USAA  began  work  on  a  new  version  of 
an  online  banking  app  that  lets  iPad  2 
users  photograph  and  submit  checks  for 
deposit  using  the  built-in  camera.  “We 
di^’t  know  when  the  iPad  2  was  grang 
to  be  released.  Otherwise,  we  would 
have  bad  it  ready,"  he  says. 

Apple’s  consumer-fiicused  approach 
to  product  licensing  and  stqiport  also 
creates  headaches.  Although  Genentech 
has  developed  its  own  iPhone  apps  and 
delivets  thm  through  an  internal  ^ 
store,  it  grill  must  renew  its  certification 
for  those  rqijdkations  with  Apple  every 
year.  “That’s  very  tedious,"  says  enterprise 
architect  David  Lee.  “We  have  a  cordial 
and  collaborative  relatioodiip,  but  enter 
prises  are  treated  more  like  consumers." 

^iple  also  lacks  a  corporate  account 
model  that  enterprise  customers  can  use 
to  centrally  manage  the  acquisition  of 
software  from  its  App  Store.  Instead,  each 


comingMix  I^Hranths 
from  now.  With  Apple,  you 
don’t  have  a  clue. 

MICHAEL  KAMER,  MANAGER  OF  TECHNOLOGY 
INTEGRATION  SERVICES.  ST.  LUKE'S  HEALTH  SYSTEM 
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Base:  IBS  IT  managers  at  U.S  companies 
that  support  Apple  products  for  bus)“ 
ness  use:  multipte  responses  allowed 
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purchase  is  tied  to  an  flbnes  account, 
which  in  turn  is  tied  to  an  individual 
and  that  petson’s  email  address,  rather 
than  to  a  role  or  physical  device. 

“The  enterprise  has  fundamental 
issues  here.  You  don’t  want  to  have  an 

iiKlividual  account  per  device  for  the 

licensing  and  management  of  apps,“ 
says  Mack  White,  CTO  of  Deloitte 
Consulting’s  technology  practice. 

But  for  now,  that’s  exurtly  what 


ated  directly  with  software  veiKlors, 
bypassing  the  iTunes  store.  “It’s  not 
a  generally  solved  problem  yet," 
says  White  —  for  any  of  the  mobile 


another  concern.  At  St  Luke’s,  pro¬ 
tecting  data  on  iOS  devices  is  a  big 
issue.  Kamer  says  the  iPad  doesn’t 
natively  support  the  FIPS  140-2 
encryption  standard,  so  he  has  to 
work  around  that.  “That’s  one  reason 
why  we  don’t  allow  them  on  our 
mtemal  network,”  he  says. 

Management  Tools: 

A  Big  Obstacle 

Unlike  Microsoft,  Apple  doesn’t  offer 
a  suite  of  management  tools  for  its 
products,  relying  instead  on  third- 
party  vendors  and  integratois  to  pull 
together  a  framework  for  securing 
and  managing  Apple  devices  at  the 
enterprise  level. 

"Many  of  the  Mac-based  tools 
are  built  by  small  or  lesser-known 
third-party  ISVs,  and  many  of  those 
are  smaller,  point-type  solutions, 
which  may  not  scale  in  an  enterprise 
setting,"  says  ITIC  analyst  DiDia 

DiDio  calls  the  management  tools 


compHPaiflii^mg 
to  have  a  choke.  Tti^re 
going  to  have  to  wvork  with 
[Appie's]  business  modei. 


SENIOR  VICE  PRESIDENT  AND  Cll 


are  even  more  limited. ’The  took 
are  enterprise-class,  says  Charles 
Edge,  lead  engineer  at  318  Inc., 
an  Apple-authorized  reseUer  and 
profeuional  services  provider.  But 
he  acknowledges  that  “they’re  not  as 
well  integrated  with  took  for  other 
platforms  as  they  could  be." 

Many  of  the  same  issues  come 
up  when  trying  to  manage  enter¬ 
prise  apps,  enterprise  app  stores 
and  mo^  data  on  iPhones  and 
iPads,  says  White.  “Those  are  woik- 
able  today  but  not  a  slam  dunk.  It 


A  Matter  of  Focus 

From  Apple’s  perspective,  the 
enterprise  k  a  niche  market,  and  a 
very  small  one  at  that.  Shipments  of 
Macs  to  enterprise  customers,  for 
example,  amounted  to  just  3%  of  all 
Mac  sales  in  the  U.S.  1^  year,  ac¬ 
cording  to  IDC. 

The  company’s  discontinuation 
of  its  Xserve  server  line  last  year 
further  undeiscores  the  point  that 
Apple’s  focus  remains  on  its  bread 
and  butter  —  the  consumer  —  and 
that  there  are  limits  as  to  how  for  it’s 
willii^  to  go  to  satisfy  the  demands 


deploying  Macs  en  masse  in  the  enterprise.” 

And  she’s  not  the  only  one  who  thinks  so.  “The  took  for 
managing  a  large  population  of  Macs  are  hard  to  come  by.  That’s 
the  truth,”  says  a  Fortune  too  IT  executive  who  declined  to  be 
named  but  says  he  has  examined  the  options. 

Such  sentiments  are  what  conviirced  Mac  software  vendors  to 
form  the  Enterprise  Desktop  Alliance  a  few  years  ago.  “There  are 
good  took  available  for  integratirrg  Macs  into  enterprises  stan¬ 
dardized  on  Wittdows,"  argues  EDA  President  Reid  Lewis.  ’The 
challenge  is  to  educate  IT  managers  on  what’s  available,  be  says. 

Deloitte’s  White  says  it  isn’t  a  question  of  whether  you  can  in¬ 
tegrate  Macs  but  bow  much  woik  it  takes  to  get  the  done;  “In 

a  large  enterprise,  at  scale,  can  you  get  the  job  done?  Yes.  Can  1 
do  it  without  a  lot  of  additioiral  skilk,  capabilities  attd  took?  No." 


that’s  wotking." 

For  now,  at  least,  it’s  the  en¬ 
terprise,  not  Apple,  that  has  to  bend.  Demand  foom  tiseis  of 
iPa^  attd  iPhones,  and  a  push  to  allow  users  to  bring  their  own 
computers  to  work,  requires  some  level  of  accommodation  by 
IT.  “The  reality  is  that  most  companies  are  not  going  to  have  a 
choice.  They’re  goittg  to  have  to  wotk  with  that  business  model,” 
says  USAA’s  Schwartz. 

But  accomtttodation  has  its  limits.  To  Kamer  at  St.  Luke’s, 

Microsoft  and  HP  are!  “Ap|de  is  changing  the  game  on  how  we 
deal  with  them  as  a  vendor  due  to  the  popularity  of  their  devices.” 
But,  he  adds,  “thk  is  why  we  do  not  plim  on  purchasing  their 
devices  for  the  enterprise.  Bring-your-owiKOaiputer  is  the  only 
way  we  can  see  them  being  integrated.  But  even  this  has  many 


challenges  from  a  i 
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sales  are  torecast  to  bit  $4  bilbon  tbis  ) 
market  research  firm  in  Englewood,  C 
Who  is  developing  all.  of  those  apps? 
Tech  Talent  Crunch"  study,  IT  job  site 
postings  for  Android  develqiers  soarec 
this  year  compared  with  the  first  qu 


demand:  In  the  first  quartet  of  2011,  there  were  4,500  mobile 
developer  jobs  posted  on  the  site  —  an  uicrease  of  101%  over  the 
number  of  similar  job  postmgs  in  the  same  quarter  last  year. 

The  total  mimber  of  job  listings  on  the  site  expanded  at  a  rate 
of  52%  in  that  same  period,  indicating  that  mobile  development 
as  a  career  segment  may  be  growing  twice  as  fast  as  the  overall 


While  there  are  ample  poob  of  Web  and  Java  development 
talent,  professionab  with  expertise  building  native  apps  for 
A{^le’s  iPhone  and  iPad,  the  BlackBerry  or  any  of  the  newer 
Android  devices  are  in  short  supply  because  of  the  relative 
newness  of  those  platforms. 

Developers  and  designers  who  fully  undeistand  the  constraints 

touch  inteifooes  of  the  smart-device  platform  are  in  high  demand. 

Market  watchers  say  it’s  the  ability  to  grasp  mobile’s  new 
usage  rules  —  not  simply  the  ability  to  master  new  program¬ 
ming  skilb  —  that  separates  those  with  an  affinity  for  mobile 
developmem  from  those  who  just  don’t  get  it. 

“When  you’re  building  Web  ajqilications,  [you]  have  the  whole 
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desktop.  There  are  things  you  can  get  away  with  from  a  design 
point  view  that  simply  don't  translate  to  a  mobile  device,"  notes 
Eric  Knipp,  an  analyst  at  Gartner.  “It's  not  just  about  making 
thingssmallerorsplittingtbingsupintoseparatescreens.DeveI- 
(^is  have  heen  trained  to  think  that  more  features  equates  to 
better  applications,  but  on  mobile  devices,  that’s  simply  not  true." 

Finding  Talent 

All  signs  indicate  that  there  is  a  healthy  _ 

dematKl  for  mobile  app  devek^rs 

widespread  oSers  of  full-time  jobs  on 
corporate  IT  teams  just  yet.  That’s 
because  marry  companies  with  lean 
IT  budgets  aren’t  ready  to  commit  to 
hiring  hi^ily  specialized,  and  therefore 
pricey,  mobile  development  talent. 


Since  Aspen  Skiing  doesn’t  consider 
software  development  a  cote  compe¬ 
tency  and  can’t  accommodate  a  large  IT 

seemed  like  the  most  efficient  plan  — 
at  least  in  the  short  run. 

“Mobile  is  such  a  rapidly  changing 


what  content  managemertt  fool  you  use 
or  what  devices  ymi  want  to  support,” 
says  Paul  Major,  managing  director 
of  IT  at  Aspen  Skiing.  “Going  outside 
helps  us  k^  pace." 

Supertnedia,  which  provides  market- 
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its  apps  to  support  the  growing  number  of  mobile  platforms. 

Aware  of  the  shortage  (tf  skilled  development  talent.  Super¬ 
media  took  a  number  of  steps  to  avoid  being  caught  in  a  crunch. 

First,  it  cross^rained  two  key  internal  Java  developets  on 
mobile  platforms,  and  then  it  seeded  the  test  of  its  Bedgling  team 
with  recent  college  graduates.  “The  market  took  off  so  fost,  and 
there  was  such  a  huge  demand  for  developets.  This  let  us  hire  im¬ 
mediately,  and  it’s  for  mote  affordable," 

-  Durm  explains. 

The  seasoned  Java  developers  came 
up  to  speed  pretty  quickly  on  specific 
Android-  and  iOS-related  skills,  rhanV* 
to  their  sets  of  core  skills,  Durm  says. 

With  the  new  domain  expertise 
under  their  belts,  the  veteran  develop- 
«s  were  then  able  to  mentca  incoming 
college  graduates,  allowing  Supermedia 
to  leverage  its  investment  in  their  train¬ 
ing.  The  new  hires  “have  cote  develop¬ 
ment  skills  and  some  knowledge  of 
mobile  app  development  —  maybe  not 
on  a  cotrunercial  scale,  but  they’ve  done 


project,"  Dunn  explains. 

Currently,  Supermedia  has  to 
mobile  app  specialists  in  its  tso-petson 
developer  group,  which  is  part  of  an 
enterprise  IT  staff  of  neatly  300  people. 

The  User  Experience 

The  new  design  requirements  of  mobile 
platforms  represent  a  potentially  more 
difficult  transition;  In  addition  to 
recognizingthattheywillbedesign- 
irrg  apps  for  the  smaller  real  estate  of 
smartphone  screens,  developers  have 
to  understarxl  how  users  interact  with 
their  devices  and  grasp  the  need  to 
deliver  highly  targeted  functionality. 

“The  way  people  interact  with  a 
laptop  or  a  desktop  is  different  than  the 
way  they  interact  with  a  smart  device," 
says  Hap  Aziz,  director  of  the  Rasmus¬ 
sen  College  School  of  Technology  and 
Design,  which  was  among  the  first  uni- 


ANY  application  development  profes¬ 
sionals  are  likely  to  obsess  over  what 
tools  and  technology  they  should  choose 
to  develop  a  mobile  app.  ' 


What  you  really  need  is  a  mobile  app  that  people  will 


EIance.com,  a  website  tor  treelancers,  reports  comparable 
demand:  In  the  first  quarter  of  2011,  there  were  4,500  mobile 
developer  jobs  posted  on  the  site  —  an  increase  of  101%  over  the 
number  of  similar  job  postings  in  the  same  quarter  last  year. 

The  total  number  of  job  listings  on  the  site  expanded  at  a  rate 
of  52%  in  that  same  period,  indicating  that  mobile  development 
as  a  career  segment  may  be  growing  twice  as  fast  as  the  overall 
job  market,  according  to  Ellen  Pack,  vice  president  of  marketing 
at  Elance.com. 


It  s  not  just  tech  companies  that  are  on  the  prowl  for  mobile 
development  talent.  All  kinds  of  product  and  service  companies 
are  scrambling  to  come  out  with  apps,  just  as  they  were  waking  a 
short  while  ago  to  establish  a  presence  on  social  networking  sites. 

“It’s  become  one  of  the  boxes  you  have  to  check  to  be  a 
successful  brand,"  Pack  says.  And  that  reality  translates  into 
pent-up  demand  for  app  developers.  “Its  one  of  those  areas 
where  there  is  more  demand  than  supply  because  there  aren’t 
enough  great  mobile  developers  out  there,”  she  says. 

While  there  are  ample  pools  of  Web  and  Java  development 
talent,  professionals  with  expertise  building  native  apps  for 
Apple’s  iPhone  and  iPad,  the  BlackBerry  or  any  of  the  newer 
Android  devices  are  in  short  supply  because  of  the  relative 
newness  of  those  platforms. 

Developers  and  designers  who  fully  understand  the  constraints 

touch  interfaces  of  the  smart-device  platform  are  in  high  demand. 

Market  watchers  say  it’s  the  ability  to  grasp  mobile's  new  • 
usage  rules  —  not  simply  the  ability  to  master  new  program¬ 
ming  skills  —  that  separates  those  with  an  affinity  for  mobile 
development  from  those  who  just  don’t  get  it. 

“When  you’re  building  Web  applications,  [you]  have  the  whole 
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desktop.  There  are  things  you  can  get  away  with  from  a  design 
point  of  view  that  simply  don’t  translate  to  a  mobile  tfevice,”  notes 
Eric  Knipp,  an  analyst  at  Gartner.  “It’s  not  just  about  makii^ 
things  smaller  or  splitting  things  up  into  separate  screens.  Devel¬ 
opers  have  been  trained  to  think  that  more  features  equates  to 
better  applications,  but  on  mobile  devices,  that’s  simply  not  true." 

Finding  Talent 


Ks  apps  to  support  the  growing  number  of  mobile  platforms. 

Aware  of  the  shortage  of  skilled  development  talent.  Super-  - 
media  took  a  number  of  steps  to  avoid  being  caught  in  a  crunch. 

First,  it  cross-trained  two  key  internal  lava  developers  on 
mobile  platforms,  and  then  it  seeded  the  rest  of  its  fledgling  team 
with  recent  college  graduates.  "The  market  took  off  so  fast,  and 
there  was  such  a  huge  demand  for  developers.  This  let  us  hire  im¬ 
mediately,  and  it's  far  more  affordable," 


All  signs  indicate  that  there  is  a  healthy 
demand  for  mobile  app  developers 
but  that  demand  isn't  translating  into 
widespread  offers  of  full-time  jobs  on 
corporate  IT  teams  just  yet.  That's 
because  many  companies  with  lean 
IT  budgets  aren't  ready  to  commit  to 
hiring  highly  specialized,  and  therefore 

Some  organizations  are  outsourcing 
mobile  app  projects  to  consulting  firms 
and  boutique  development  shops  until 
they  have  a  more  pronounced  need. 

That's  Aspen  Skiing  Co.'s  strategy. 

To  date,  the  Colorado  ski  resort  op¬ 
erator  has  come  out  with  a  couple  of 


DON’T  FORGET 
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Dunn  explains. 

The  seasoned  lava  developers  came 
up  to  speed  pretty  quickly  on  specific 
Android-  and  iOS-related  skills,  thanks 
to  their  sets  of  core  skills,  Dunn  says. 

With  the  new  domain  expertise 
under  their  belu,  the  veteran  develop¬ 
ers  were  then  able  to  mentor  incoming 
college  graduates,  allowing  Supermedia 


ing.  The  new  hires  “have  core  develop¬ 
ment  skills  and  some  knowledge  of 
mobile  app  development  —  maybe  not 

it  in  an  academic  environment  as  a 
project,"  Dunn  explains. 

Currently.  Supermedia  has  lo 
mobile  app  specialists  in  its  iso-peison 
developer  group,  which  is  part  of  an 
enterprise  IT  staff  of  nearly  300  people. 

The  User  Experience 

The  new  design  requirements  of  mobile 
platforms  represent  a  potentially  more 
difficult  transition:  In  addition  to 
recognizing  that  they  will  be  design- 
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Keeping  the  DMZ  Safe 


Wi 


lo  the  world.  Typically,  h  contains  things 
like  corporate  websites,  storefronts,  VPN 
ctmcentrators  and  Outlook  Web  access. 

Before  1  came  to  this  company,  any 
server  placed  in  the  DMZ  had  to  be  avail¬ 
able  to  the  public  Internet.  Now,  that’s  a 

the  criteria  considerabl)-. 

Although  we  have 
no  storefront  and  only 

website,  an  Nmap  scan  of  our  externally 
accessible  DMZ  resources  yielded  almost 
50  individual  items.  Ar>d  many  of  those 
resources  were  unknown,  unpatched  or 
lacking  in  even  basic  security  configura¬ 
tions,  That  sort  of  thing  is  great  ammuni¬ 
tion  when  I'm  criticized  for  my  in-depth 
interrogations  about  new  candidates  for 
the  DMZ  or  modifications  to  existing 
DMZ  infrastructure. 

In  sticking  with  my  No.  1  phibsophy, 
most  of  my  questions  relate  to  the  rule  of 


least  privilege.  For  example,  I  almost  im¬ 
mediately  ask,  "What  will  this  resource 
be  used  for,  and  who  will  need  access?” 
One  time,  the  answer  to  the  question 
about  access  to  a  server  was,  “lust  two 
of  us.”  I  was  able  to  convince  them  that 
an  internal  development  network  was  a 
better  place  for  that  server. 

For  those  servers  that  do  make  it  into 
the  DMZ,  I  try  to  restrict  availability  to 
ports  80  (http)  and  443  (https).  Prior  to 
this  rule,  we  had  all  sorts  of  ports  open 
in  the  DMZ.  including  Remote  Desktop, 
which  is  probably  the 
top  method  for  unau¬ 
thorized  access.  IVe 
also  created  a  secu¬ 
rity  baseline  using  data 
gleaned  from  various 
websites.  For  example,  the  Center  for  In¬ 
ternet  Security  has  some  decent  security 
configuratbn  documents  and  tools  for 
various  devices  and  operating  systems. 

All  DMZ  resources  must  be  managed, 
meanii^  we  can  do  inventory  tracking. 


patching  and  so  on.  Of  the  50  DMZ 
resources  identified  in  my  last  audit,  only 
eight  were  managed. 

Next,  if  there’s  no  need  for  a  DMZ  re- 


Before,  any  server  placed  in  the  DMZ  had  to  be  available 
to  the  public  Internet.  Now  that’s  a  scary  requirement 


Trouble 

Ticket 


server  (aside  from  monitoring,  log  man¬ 
agement  and  gerreral  administration), 
then  the  firewall  should  block  access. 

I  also  want  every  DMZ  resource  to  hav 
an  identifiable  business  owner.  My  invest!- 


gation 


ealed 


ervers  and  associated 
applications  had  no  identified  owner. 

I  also  require  that  certain  security,  ap- 
plkratbn  and  event  logs  must  be  enabled 
for  all  DMZ  resources,  and  they  must  be 
configured  to  send  logs  to  our  security 
event  and  incident  management  tool. 

1  also  found  that  we  had  research  and 
development  DMZ  resources  (otherwise 
known  as  lab  machines)  comingled  with 
production  DMZ  resources.  I  imme¬ 
diately  had  the  network  team  create  a 
separate  virtual  LAN  and  protect  that 
segment  with  the  DMZ  firewall.  Lab 

the  Wild  West,  and !  wanted  to  ensure 
that  there  were  strict  controls  protecting 
the  production  DMZ  as  well  as  the  inter¬ 
nal  network  from  the  lab  resources. 

The  challenge  here  is  that  sometimes 
a  lab  resource  needs  to  connect  lo  a 


My  next  task  is  to  take  these  and  other 

Id  setting  up  policies,  1  have  to  take 
into  consideration  where  the  company 
sits  on  the  overall  security  spectrum.  1 
recognize  that  if  we  enabled  all  security 
settings,  resources  could  be  rendered 
unusable.  The  trick  is  to  strike  a  balance 
between  security  and  usability  based  on 
what’s  at  stake.  This  is  otherwise  known 

Thi.'S  weeks  jtmmal  is  wriffen  by  a  real 
security  manager,  ‘^Mathias  Thurman,** 
whose  name  and  emphtyer  have  been  disguised 
for  obvious  reasotis.  Contact  him  al  mafhias_ 
lhurman@)«a/MM>.c(>m. 
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MATHIAS  THURMAN 


Keeping  the  DMZ  Safe 

A  security  manager  has  to  be  vigilant  about  what  goes  into 
the  network’s  exposed  portion,  and  how  It’s  all  configured. 


WHEN  YOU’RE  IN  CHAME 

of  a  coiii{)aiiy's  security, 
you’d  better  be  on  the  ap- 
pioval  list  Cor  resources 
placed  in  the  DMZ. 

Ihe  DMZ  is  t^  portion  of  a  network 

to  the  world. 'lypically,  it  coriuins  things 


BeCoie  1  came  to  this  company,  any 
server  placed  in  the  DMZ  h^  to  be  avail¬ 
able  to  the  public  Internet.  Now,  that’s  a 
scary  requirement.  Since 
my  arrival,  I've  expanded 
the  criteria  considerably. 

Although  we  have 

website,  an  Nmap  scan  of  our  externally 
accessible  DMZ  resources  yielded  almost 
SO  individual  items.  And  many  of  those 


tions.Thatsortofthingisgteatammimi- 
tion  when  Tm  criticized  Cor  my  in-depth 
interrogations  about  new  canrlidates  for 
the  DMZ  or  modifications  to  existing 
DMZ  infrastructure. 

In  sticking  with  my  No.  i  philosophy, 
most  of  rtry  questions  relate  to  the  rule  of 


least  privilege.  For  example,  I  almost  im¬ 
mediately  ask,  “Wat  will  this  resource 
be  used  for,  and  who  will  need  actess?” 
One  time,  the  answer  to  the  question 
about  access  to  a  server  was,  “Just  two 
of  us."  I  was  able  to  convince  them  that 
an  internal  development  network  was  a 
better  place  for  that  server. 

For  those  servers  that  do  make  it  into 
the  DMZ,  1  try  to  restrict  availability  to 
ports  So  (http)  arul  443  (https).  Prior  to 
this  rule,  we  had  all  sorts  of  ports  cqren 
in  the  DMZ,  including  Remote  Desktop, 
which  is  probably  the 
top  metM  for  unau¬ 
thorized  access.  I’ve 
also  created  a  secu¬ 
rity  baseline  using  data 
gleaned  from  various 
websites.  For  example,  the  Center  for  In¬ 
ternet  Security  has  some  decent  security 
configuration  documents  and  tools  for 
various  devices  and  operating  systems. 

All  DMZ  resources  must  be  managed, 
meaning  we  can  do  inventory  tracking, 

patching  and  so  on.  Of  the  50  DMZ 
resources  identified  in  my  last  audit,  only 
eight  were  managed. 

Next,  if  there’s  rw  need  for  a  DMZ  re¬ 


U  Before,  any  server  placed  in  the  MB  had  to  be  availa^ 
tothe  public  IntemeL  Now  thafs  a  scary  requirement 


server  (aside  fitun  monitoring,  log  man¬ 
agement  and  general  administration), 
then  the  firewall  should  block  access. 

I  also  want  every  DMZ  resource  to  have 
an  identifiable  business  owner.  My  investi¬ 
gation  of  current  DMZ  resources  revealed 
that  more  than  15  servers  and  associated 
applications  had  no  identified  owner. 

I  also  reqttire  that  certain  security,  ap¬ 
plication  and  event  logs  must  be  enabled 
for  all  DMZ  resources,  and  they  must  be 
configiued  to  send  logs  to  our  security 
event  and  incident  managerrrent  trxil. 

I  also  fixmd  that  we  had  research  and 
development  DMZ  resources  (otherwise 
known  as  lab  machines)  comin^ed  with 
production  DMZ  resources.  I  imme¬ 
diately  had  the  network  team  create  a 
separate  virttral  LAN  and  protect  that 
segment  with  the  DMZ  fir^all.  Lab 
resources  are  sometimes  considered 
the  Wild  West,  and  I  wanted  to  ensure 
that  there  were  strict  controls  protecting 
the  production  DMZ  as  well  as  the  inter¬ 
nal  network  from  the  lab  resources. 

The  challenge  here  is  that  sometimes 
a  lab  resource  needs  to  connect  to  a 
machine  on  the  internal  network  for 


tackled  individually. 

My  next  task  is  to  take  these  and  other 
requirements  and  author  a  DMZ  policy. 
In  setting  up  policies,  I  have  to  take 
into  consideration  where  the  cranparry 
sits  on  the  overall  security  spectrum.  I 
recognize  that  if  we  enabled  all  security 
settings,  resources  coirld  be  rendered 
unusable.  The  trick  is  to  strike  a  balatKe 
between  secirrity  and  irsalnlity  based  on 
what’s  at  stake.  This  is  otherwise  known 


This  week’s /oumol  is  written  by  a  real 
rvbose  name  and  employer  hove  been  disguised 


/or  obvious  reasons.  Contact  him  at  madiias. 
thiirman@yahooconi. 
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MKT  PERKINS 


More  and  More,  It's  All  a 
Game  for  Today's  Trainers 


Althou^lT 
Staffs  are 
often  veteran 
gamers,  they 
generally  lack 
the  knowledge 
necessary  to 
klen^ag^ 
training  game. 


Bart  Perkins  is 

managing  partner 
at  Louisville.  Ky.- 
based  Leverage 
Partners,  which  heips 
organizations  invest 
well  in  IT.  Contact 
him  at  BartPerkins@ 
LeveragePartners.com. 


IF  YOUR  COMPANY  TAKES  TRAINING  SERIOUSLY,  it  might  want  to 
turn  it  into  a  game.  A  growing  number  of  organizations  are  starting 
to  use  video  games  designed  to  train  users  in  new  skills,  hoping  to  re¬ 
duce  training  time  while  improving  long-term  information  retention. 


There  ate  pitEiUs  at  this  stage,  since  trainiiig 
game  pcoducts  (and  many  of  the  companies  that 
produce  them)  ate  relatively  new.  Sutler  sol¬ 
vency  could  be  an  issue.  And  although  IT  staffers 
are  often  veteran  gamers,  they  generally  lack  the 
knowledge  necessary  to  identify  a  good  training 
game.  At  a  minimum,  make  sure  a  proposed  traiir- 
ing  game  is  designed  to  do  the  following: 

Engafc  pliyett.  A  good  game  should  foster 
the  desire  to  play  again.  Boring  games  don’t  get 
played  often  enou^  to  teach  the  material  they 
were  designed  to  deliver.  Producers  of  enter- 

player  ei^agement  arid  use  recognition,  rewards 
and  other  techniques  to  entice  [dayets  to  play 
repeatedly.  Business  games  must  contain  similar 
features.  Moreover,  training  games  must  be 
compelling  to  playets  with  differing  skill  levels. 
Effective  games  must  ofer  additional  challenges 
as  skill  levels  increase. 

Teach  Job-related  skMIS.  Good  training  games 
provide  rqrportunities  to  develop  and  practice 
new  skills  (haruUing  a  call  center  request,  for 
example,  or  answering  product  questions).  The 
best  games  use  both  positive  aixl  negative  skill 
scenarios.  A  sales  game  might  demonstrate  a 
competent  salesperson  giving  complete  product 
information  to  a  customer  but  also  a  rude  sales¬ 
person  providing  superffdal  or  wrong  answers. 
Practice  and  reinforcement  of  appropriate 
responses  help  playets  move  information  from 
short-  to  long-term  memory. 

Monttw  procrass.  Effixtive  games  provide  con¬ 
tinuous  feedback  to  [dayets.  Game  metrics  should 
parallel  actual  job  metrics.  For  example,  metrics 


for  a  sales  training  game  might  include  units  sold, 
unit  price  atxl  number  of  new  customers.  Feed- 
badt  boosts  engagement  and  simplifies  assessmem 
of  progress.  Trainers  can  quickly  determine  when 
someone  has  not  grasped  importartt  coiKepts  and 
provide  timely  assistarxe. 

Mptay  aad  BiidBta  wdddv.  Choose  a  platform 
that  allows  rapid  modifications  as  skill-tnining 
requirements  change.  Training  games  must  be 
quickly  adaptable  to  changes  in  market  conditions. 

Unit  cans.  Since  training  games  address  real 
situations,  it's  natural  to  want  realistic  visual  effects 
and  avatars,  but  those  features  can  be  prrdiibitively 
expensive.  For  the  next  several  years,  few  training 
games  (beyond  flight  sinrulators  and  military  war 

Stay  focused  on  substarxe,  not  form. 

scores  in  a  training  game  should  reflect  an  actual 
increase  in  skills.  Make  sure  the  user  interfece  is 
not  heavily  dependent  on  previous  gaming  experi¬ 
ence,  or  you  may  assess  irrelevant  skills  —  and 
perhaps  leave  your  organization  open  to  litigation 


may  convey  relevant  information  but  be  boring 
Conversely,  games  produced  by  entertainmettt- 
oriented  companies  may  be  engaging  but  6til  to 
train  effectively.  Look  for  a  balanced  game  that 
blends  entertainment  and  education  and  that  also 
reflects  teal-vrorld  business  perspective  and  con¬ 
straints.  For  maximum  game  effectiveness,  make 
sure  relevant  business  urrits  approve  the  gattK’s 
effectiveness.  Then  let  the  games  begin!  • 
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Highlights  hits  in  a  wide  range  of  data,  using  dtSearch'! 
own  file  parsers  and  converters 

•  Supports  MS  Office  through  2010  (Word,  Excel,  PowerPoinI 
Access),  OpenOffice,  ZIP,  HTML,  XML/XSL,  PDF  and  more 

•  Supports  Exchange,  Outlook,  Thunderbird  and  other 
popular  email  types,  including  nested  and  ZIP  attachments 

•  Spider  supports  static  and  dynamic  web  data  like  ASP.NET, 
MS  SharePoint,  CMS,  PHP,  etc. 

•  API  for  SQL-type  data,  including  BLOB  data 


25+  full-text  and  fielded  data  search  options 

•  Federated  searching 

•  Special  forensics  search  options 

•  Advanced  data  classification  objects 


if^fuAetional1 


APIs  for  C++,  Java  and  .NET  through  4. 

•  Native  64-bit  and  32-bit  Win  /  Linux  APIs;  . 

•  Content  extraction  only  licenses  available 


MARKETPLACE 
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SHARKT/NK 


TRUE  TALES  OF  IT  LIFE  AS  TOLD  TO  SHARKY  i: 


That  Would  Do  It 

Support  pilot  fisti  gets  an  e-mail  from  an  associate:  Uy  BbckBeny  has  gone  kapuH 


Flash  back  about  30  years  to  v 
this  pilot  fish  is  working  for  a  r 


(I  CHECK  OUT  sharky’s  blog,  browse  the  Sbarkives  and  sign  up  for  home  deliyery  at  caiwpiitinimiil.coiK/skafliv. 
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OPINION 


OnefuKtiinenlal 
change  istiBt 
themodvesfor 
security  hteadKS 
iHwtnullvied. 


You  can  contact 


This  Is  No  Time 
To  Skimp  on  Security 


AVE  YOU  BEEN  PAYING  ATTENTION?  Security  threats  around  the 
work!  have  changed  over  the  past  few  years.  One  of  the  fundamental 
dififeroKes  is  that  the  motives  fen:  security  breaches  have  muh^lied. 
Where  once  they  were  almost  entirely  a  criminal  means  of 

another  than  ¥nth  showing  how  their  systems  can 


— with  individuals,  groups  and  even  county 

Who  knows  what  groups  like  Anonymous, 
AntiSec  and  LulzSec  will  target  next?  Who  knows 
what  other  countries  or  natnnally  focused  groups 
might  target  U.S.  interests  —  public  or  private 


Allen  Hamihoo,  the  (HA,  (jtigroup.  Epsilon, 
Google,  Honda,  the  IMF,  Lockheed  Martin, 
NASAIs  let  Propulsion  Laboratory,  NASDAQ,  FBS, 
the  Pentagon,  RlM’s  BlackBerryblog,  RSA,  Sony 
and  the  U.S.  Senate. 

On  Aug.  2,  security  vendor  McAfee  rdeased 
a  white  paper  in  wdiicfa  threat  researcher  Dmitri 


dubbed  Operation  Shady  RAT  that  penetrated  72 
organizations  in  14  countries  over  the  past  five 
years.  A^rerovitefa  wrote;  "I  am  cnrvinced  that 


be  shortly),  with  the  great  trusty  of  the  victims 
rarely  disooveting  the  intnisioo  or  its  infract.’' 

McAfee  competitocs  Kaspersky  and  Symantec 
criticized  the  report  fix' implying  that  the  Shady 
RAT  hackers  had  done  something  sophistkated  and 


1;  “While  [the  Shady  RAI]  attack  is  indeed 

place  daily.  Even  as  we  speak,  there  are  other 
malwategtoiqstargetingmanyotherorganiza- 

StiUnotcortvinoedthatyourcompattyissur- 
tounded  by  a  rising  tide  of  security  threats?  In  its 
May  20U  repixt  on  wodrlwide  and  U.S.  security, 

virus  tools  don't  work  against  advanced  persistent 
tKwaatg  (APTs)  atvl  other  malicious  and  rhat 

they  ate  vulnerahle  to  becoming  part  of  the  70% 
of  organizations  that  have  been  breached  in  some 


ing  to  stay  ahead  of  se< 

IT  organizations  need  to  rethink  their  security 
protections,  arxl  especially  their  assumptions 
about  who  arxl  where  threats  come  bom  and  what 
maybetnotivatingthem.Fhieyear.rddassump- 
tkms  rxxrld  easily  get  a  company  into  trouble. 

As  if  all  that  were  not  enxigh  to  contend  widi,  IT 
budgets  ate  tight  at  many  companies.  Here,  then, 
are  two  considerations  to  keep  in  mind  as  yr»  head 
into  budget  season:  First  is  the  question  how 
much  a  security  breach  would  cost  your  company. 
Second  is  the  feet  that  seven  out  of  10  conqianies 
have  already  ezperieiKed  a  security  breach.  • 
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Delivering  a  stronger  network 
And  more  personal  service. 


Our  network  has  expanded,  and  so  has  our  ability  to  serve 
you.  When  you  combine  our  personal,  consultative  approach 
with  our  premiere  technology  platform  -  including  colocation, 
managed  hosting  and  nationwide  fiber-optic  network  with 
global  reach  you  will  find  you  are  free  to  drive  productivity 
and  bottom-line  growth  Your  link  to  what's  next. 


CenturyLink 

Business 

See  ttie  benefits  of  partnering 


I 


